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Abstract: The rapid development and widespread dissemination of deepfake techniques has caused increased
concern. The malicious application of deepfake techniques also poses a potential threat to the society. Therefore,
how to detect deepfake content has become a popular research topic. Most of the previous deepfake detection
algorithms focused on capturing subtle forgery traces at pixel level and have achieved some results. However, most
of the deepfake algorithms ignore the lighting information before and after generation, resulting in some lighting
inconsistency between the original face and the forged face, which provided the possibility of using lighting
inconsistency to detect deepfake. A corresponding algorithm was designed from two perspectives: introducing
lighting inconsistency information and designing a network structure module for a specific task. For the
introduction of lighting task, a new network structure was derived by designing the corresponding channel fusion
method to provide more lighting inconsistency information to the network feature extraction layer. In order to
ensure the portability of the network structure, the process of feature channel fusion was placed before the
network extraction information, so that the proposed method can be fully planted to common deepfake detection
networks. For the design of the network structure, a deepfake detection method was proposed for lighting
inconsistency based on patch-similarity from two perspectives: network structure and loss function design. For
the network structure, based on the characteristic of inconsistency between the forged image tampering region
and the background region, the extracted features were chunked in the network feature layer and the feature layer
similarity matrix was obtained by comparing the patch-wise cosine similarity to make the network focus more on
the lighting inconsistency. On this basis, based on the feature layer similarity matching scheme, an independent
ground truth and loss function was designed for this task in a targeted manner by comparing the input image with
the untampered image of this image for patch-wise authenticity. It is demonstrated experimentally that the
accuracy of the proposed method is significantly improved for deepfake detection compared with the baseline
method.

Keywords: Deepfake detection, lighting inconsistency, color constancy, patch-similarity comparison
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Figure 1 Before/after deepfake lighting change diagram
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function enhancement(RGB input)

4

result «— 0

for every pixel do
result.r «— 255 - input.r*factor
result.g < 255 - input.g*factor
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result.b < 255 - input.b*factor
end for
return result
end function
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Figure 2 Analysis on the lighting inconsistency
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Figure 3 Deepfake detecting network with illumination information



<172 W2 55 (5 B 22 Al

H9%

PETE O, AR TR HE SR FE Dyt kar i £ 2K 2%
PERE, Wit T — MR AR, X RN TE A
[ R R B Dy A I 7 e, AEAE 22 BN [F 1Y
Iy RARBENY,  HIX LGSy AT AL LE N 2% S 1
W48 2 EIAEAEAE, B DAan ) B o H —Fol
BB HLA 2 R 4 R AR R S
2.2.1  3RIAARALNE P AR SR 1% 3
FEIRFEDhit G, ARE LRI Xk (B 50
FIVBR B O3 (1) X 38 CHIES D, TGRS — Bk
BT IX Wi 2 RAELE A — B0 B TR Oy 1
B o BRI, 51 N MG TR AR ALLRE o L IR 2
BARKYL, Bit—A2 2 AR g
Sk BE fy U RBEFOAS )= 350 DX Al TR R0 B2 oG &7, I
FIF T IR R, 8IS RIZARBLUE #E L — AR5
FRBAEERT N3 o FEIXANFRBLEE X R, LS
DX AR R ARAL, % Dy st X 3ttt b, (H B S
(1% DX MR B Dy i P DX 30407 B AN AR AL o 3K — 8L
TRE 8 T A MU S BDE A — S E S 80 “ X
PE” 225, TS AR BE Oh & Al 43 S48 5 A P
Poi&E ERUR, I Ae 8 B AL TE L (15 SCRT AR .
PL XceptionNet Afl, XZRE Dy el 7328
BIEHERIUE Y ERRE. W4 U e R
TNIZE T RARAESE [ RFIE . Wl 4 R,
43 AIAE XceptionNet ] Entry Flow. Middle Flow F/1
Exit Flow 3 2GR 2 2 JE X RHIE R TRAE.
T 3 Z 0 BAEBAREREZ R KR 2
FRE, AU U™ O™ ki risid.
BT BB T, X 3 YCRFEFTES 4F

Entry Flow

—_—

Middle Flow

TEEIFEF AR FAAEA—E, A Exit Flow BH
S5 HRFHE B O™ K/ IMERRAE, H5 T UCRFER)
FHIEEIREAT FRE, 645 3 YJOMFIE B RRAT I8 4 [F]
FER/NII IR ERE R, IFKX 3 AMRHERIZE S —4E )
RHIE FR TR, 19 BIHARE AR . 16 4%
ZUCRFEIERRYES I, EEER TR .

1) Entry Flow. Middle Flow F1 Exit Flow &P
FARETMSIERZE TEARZE, M2
IRFIEAEIX LJE A 5 AH B AN ], 2 S 0 )=
WA 2 A ] T BRI S ARRAE 2 SEAITRLE 15
B MAEERKZES, W m TR IO 2 1)
FRAE A S RARBME R . FE M it A2 3
I Hos TOURE B, fEaRE B, mE
FOX OB R R R U Bk L, mE
FOXF T ORI TE SCE SCH B RIS .

2) FEHAIARAME LR AR v, S N HRE]
B, X8 B RBUR R B R R 4E 2 DL
TIHITE AT, SRS BRI T R R A
g a), BRIMEOR B — E B E AT T, W
o] & BEHDKE A 2 A RP AR AT PR 4, SR R
=2 o AR BRSO BT BURRAE 5 4
M HH 3 URHES I — I, A RRAK 75 Bs
TRAAE, 32T T M ZE S B RE

N T FE R TR AL 1R DX 288 RRAE SR L, 7E 58
L SR A RRAE B U BRI, A T A
Be, BEAS /N R G e R, o e UM 1
I . xR AN, A AT BRI EL
JEXTEL, A AR SZAHPUEE T3, R

Exit Flow

T RER

Jhf BB Y 22436 IR \

\w%

> [fp MSE Loss

+

+

1

A REEN

FAEBIRAED  FRAERIRAR2  HAE EIRAES

4 HE R LR AR R

Figure 4 Sampling procedure of patch-wise similarity comparison
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Table 1 Comparison of accuracy between
the proposed algorithm and XceptionNet algorithm
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MiRTIES
Ko g
ResNet-50 AR

DF ¢23 97.55 97.68
NT _c23 91.33 92.16
F2F ¢23 98.25 98.14

FS_c23 97.94 97.53
Total c23 92.06 95.41
DF c40 96.42 97.26
NT_c40 76.58 78.65
F2F c40 88.36 88.92

FS_c40 88.69 90.84
Total c40 84.11 85.47
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Table 4 Comparison of accuracy between the proposed
algorithm and XceptionNet algorithm on other datasets

HERf 22
XceptionNet 5i% Ak
DFDC 78.26 80.47
Celeb-DF 98.24 98.96
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Table 5 Comparison of accuracy between the

proposed algorithm and XceptionNet algorithm
in ablation experiment

T
XceptionNet Light Sim Light+Sim
DF_c23 98.69 98.92 98.7 99.01
NT_c23 93.67 94.37 94.1 94.79
F2F ¢23 98.7 98.34 98.68 98.71
FS_¢c23 99.08 97.75 99.02 98.94
Total_c23 92.83 95.74 94.86 96.03
DF_c40 95.21 97.41 96.07 97.83
NT_c40 78.02 80.37 78.14 81.3
F2F_c40 90.66 90.68 90.47 90.92
FS_c40 91.99 92.93 92.26 93.24
Total_c40 84.75 85.52 85.37 86.19
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